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COURSE DESCRIPTION 
 
Mobile Application Security and Penetration Testing (MASPT) gives penetration 
testers and IT security professionals the practical skills necessary to understand the 
technical threats and attack vectors targeting mobile devices. 
 
This course will walk you through the process of identifying security issues on 
Android and iOS applications, using a wide variety of techniques including Reverse 
Engineering, Static/Dynamic/Runtime and Network Analysis.  
 
The student will expand their knowledge of how to code simple iOS and Android 
applications in order to build real-world POCs and exploits. These skills will be 
necessary to understand mobile application security fully . 
 
Additionally , many vulnerable mobile applications included in the training course will 
give the student the chance to practice and learn things by actually doing them: from 
decrypting and disassembling applications, to writing fully working exploits and 
malicious applications. 
 

WHO SHOULD TAKE THIS COURSE AND PREREQUISITES 
 
The MASPT training course benefits the career of Penetration Testers and IT 
security personnel in charge of defending their organization’s applications and data. 
We also believe this course will be interesting for developers who want to know more 
about security mechanisms and features implemented in mobile OSs such as Android 
and iOS. 
 
Although MASPT uses and explains several snippets of iOS and Android Applications 
source codes, this course only requires that students possess basic Java/iOS 
programming skills. 
 
NOTE: In order to perform certain techniques explained in the iOS-related modules, 
physical devices such as an iPod, iPhone, or iPad might be necessary. Unlike iOS, the 
Android-related modules do not require an Android device: Android SDK and virtualization 
provides all the necessary tools for both Windows and Nix systems*. 
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WHO SHOULD NOT TAKE THIS COURSE 
 
This course is not for you if you are looking for something that: 
¶ Teaches you mobile application programming 
¶ Teaches you how to jailbreak or root iOS/Android devices 
¶ Will give you a certification without any effort  
¶ You can memorize to pass a multiple-choice test 
¶ Will not make you think 

 

HOW AM I GOING TO LEARN THIS? 
 
eLearnSecurity courses are very interactive, addictive, and presents content in such 
a way that it appeals to all learning styles. During this training course, you will face 
several guided challenges that will provide you with relevant and hands-on practical 
application experience. Don’t expect an outdated way of learning by reading pages 
and pages of theoretical methodologies. 
 
NO BORING THEORIES ABOUT THE UNIVERSE HERE! 
 
We take our learning to the next level by not only explaining how an attack works but 
furthering your experience by showing you how it works in practice with real 
examples and labs that reflect real-world application vulnerabilities.  
 

CAN I TRACK MY LEARNING PROGRESS? 
 
…or will I only find out during the exam if I learned something? 
 
The answer to these questions is very simple. During the training course, you will find 
several labs. Together, we will solve these, explaining all the necessary concepts 
along the way. You are then free to practice the labs as long as you like. If you can 
solve the challenge, that demonstrates that you learned and properly understood the 
concepts. 
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IS THERE A FINAL EXAMINATION? 
 
Yes. The final exam consists of a hands-on challenge in which the student has to prove 
the skills acquired during the training course. 
 
The student will be provided with a real-world scenario of two Android applicat ions 
to analyze and pentest. 
 
The final deliverable will be a working and reproducible proof of concept that will be 
reviewed by the training course instructor. 
 
No written report is required. 
 

WILL I GET A CERTIFICATE? 
 
Once you pass the final exam, you will be awarded the eMAPT 
“eLearnSecurity Mobile Application Penetration Tester” 
certification.  
 
You can print your shiny new certificate directly or have it 
shipped to you. 
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ORGANIZATION OF CONTENTS 
 
The student is provided with a suggested learning path to ensure the maximum 
success rate with core foundational topi cs—which means no fluff, only real concepts. 
 

ANDROID PENTESTING 
 
¶ Module 1: Android  Archite cture 
¶ Module 2: Setting up a Test Environment 
¶ Module 3: Android Build Process 
¶ Module 4: Reversing APKs 
¶ Module 5: Device Rooting 
¶ Module 6: Android Application Fundamentals 
¶ Module 7: Network Traffic  
¶ Module 8: Device and Data Security 
¶ Module 9: Tapjacking 
¶ Module 10: Static Code Analysis 
¶ Module 11: Dynamic Code Analysis 

 

iOS PENTESTING 
 
¶ Module 1: iOS Architecture  
¶ Module 2: Device Jailbreaking 
¶ Module 3: Setting up a Testing Environment 
¶ Module 4: iOS Building Process 
¶ Module 5: Reversing iOS Apps 
¶ Module 6: iOS Application Fundamentals 
¶ Module 7: iOS Testing Fundamentals 
¶ Module 8: Network Traffic  
¶ Module 9: Device Administrator  
¶ Module 10: Dynamic Analysis 
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MODULE 1: ANDROID ARCHITECTURE 
 
Before we dive into Security and Penetration Testing, we introduce you to the 
Android environment. There are few key concepts you should be familiar with before 
we get started.  
 
The Android operating system is essentially a Linux operating system, which means, 
for this course, it is helpful if you are familiar with the basics of Linux, such as file 
permissions and navigating the filesystem.  
 
1. Android Architecture  

1.1. Introduction  
1.1.1. Android Framework 

1.2. Android Architecture  
1.2.1. Applications 
1.2.2. Application Framework 
1.2.3. Libraries 
1.2.4. Android Runtime 
1.2.5. Linux Kernel 

1.3. Android Virtua l Machine 
1.3.1. Dalvik Executable (DEX) 
1.3.2. Optimized DEX (ODEX) 
1.3.3. Android NDK 

1.4. Android Security Model  
1.4.1. UID Separation 
1.4.2. Sandboxing 

 

MODULE 2: SETTING UP A TESTING ENVIRONMENT 
 
Before diving into Android Application Security, we need to have a means to examine, 
build, debug, and run applications. 
 
As such, we’ll need to install the Android Studio IDE (Integrated Development 
Environment). 

 
2. Setting up a Testing Environment 

2.1. Introduction  
2.2. Install ing Android Studio  

2.2.1. Windows Requirements 
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2.2.2. Linux Requirements 
2.2.3. Mac OS X Requirements 
2.2.4. Getting Started 

2.3. Using Emulators 
2.3.1. AVD Manager 
2.3.2. Create Virtual Device 
2.3.3. System Images 
2.3.4. Start the emulator 

 

MODULE 3: ANDROID BUILD PROCESS 
 
Understanding how Android Studio compiles code and resources into a working 
Android application will help you better understand how all the pieces fit together, 
which will also provide insight into the protection employed to guarantee the 
authenticity of applications and circumstances by which they can be rendered 
meaningless. 
 
3. Android Build Process 

3.1. Introduc tion  
3.2. Compiling Apps 
3.3. APK Structure  

3.3.1. APK Contents 
3.3.2. AndroidManifest.xml  
3.3.3. Classes.dex 
3.3.4. Resources.arsc 
3.3.5. Assets Folder 
3.3.6. Lib Folder 
3.3.7. META-INF Folder 
3.3.8. Res Folder 
3.3.9. Other Files 

3.4. Code Signing 
3.4.1. Public-key Cryptography 
3.4.2. X.509 Certificate 
3.4.3. Jarsigner 
3.4.4. Keytool  
3.4.5. OpenSSL 
3.4.6. The Key is the Key! 
3.4.7. Signing Modes 
3.4.8. APK Alignment 
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MODULE 4: REVERSING APKs 
 
In this module, we will discuss the process of reversing Android applications, which is 
an important skill for anyone who wants to audit the security of third -party 
applications when the source code is unavailable. 
 
Reversing also provides a more comprehensive view of the built  applications, 
including all libraries and impacts of the build process.
 
4. Reversing APKs 

4.1. APKTool  
4.2. Dex2Jar 
4.3. JD-GUI 
4.4. Smali/Backsmali 
4.5. Obfuscation  
4.6. Additional APK Contents  
4.7. Hardwar e Optimization  
4.8. OEM Apps 

 

MODULE 5: DEVICE ROOTING 
 
Rooting is a process by which one obtains “root” or system-level access to an Android 
device. 
 
In this module, you will learn why rooting  can be important for our security tests but 
also what the implications are of rooting a device. 
 
5. Device Rooting 

5.1. What is Rooting  
5.1.1. Su, SuperUser and SuperSU 

5.2. Potential Issues 
5.3. Custom ROMs 

5.3.1. OmniROM and CyanogenMod 
5.3.2. Google Nexus  
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5.4. Implication of Rooting  
5.5. Rooting for Testing  

 

MODULE 6: ANDROID APPLICATION FUNDAMENTALS 
 
To perform a thorough pentest on Android applications, you must know and master 
all of its components. 
 
In this module, you will study all the fundamental concepts and topics that you may 
encounter during your security testing tasks. 
 
6. Android Application Fun damentals 

6.1. Structure  
6.1.1. Java 
6.1.2. AndroidManifest.xml  
6.1.3. Importance of SDK Versions 

6.2. Intents  
6.2.1. Implicit Intents  
6.2.2. Explicit Intents  
6.2.3. Broadcast Intents 
6.2.4. Sticky Broadcast 
6.2.5. Pending Intents 

6.3. Deep Links 
6.4. AIDL 

6.4.1. Bound Services 
6.4.2. onBind 

6.5. Messenger 
6.6. Binder 
6.7. Components 

6.7.1. Activities  
6.7.2. Services 
6.7.3. Broadcast Receivers 
6.7.4. Content Providers 

6.8. Permissions 
6.8.1. Requested Permission 
6.8.2. Custom Permissions 
6.8.3. Protection Levels 

6.8.3.1. Normal 
6.8.3.2. Dangerous 
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6.8.3.3. Signature 
6.8.3.4. SignatureOrSystem 

6.9. WebViews 
6.9.1. WebView and WebChrome Clients 
6.9.2. JavaScript 
6.9.3. JavaScript Bridge 
6.9.4. Content Provider Access 
6.9.5. File System Access 
6.9.6. Plugins 
6.9.7. OWASP Top 10 

 

MODULE 7: NETWORK TRAFFIC 
 
Mobile devices are unique in how they use networks, being almost exclusively 
wireless and often bouncing between cellular and Wi-Fi networks. 
 
To lower cellular data traffic, some cellular carriers provide Wi-Fi hotspots for their 
customers. Bad guys know this and will often set up fake Wi-Fi networks, tricking the 
devices into connecting. 
 
In this module, you will learn how to configure your environment in order to inspect 
and analyze network traffic. 
 
7. Network Traffic  

7.1. TLS Usage 
7.2. Certificate Validation  

7.2.1. Man-in-the-Middle  
7.2.2. Certificate Authority  
7.2.3. SSL Client Certificate 
7.2.4. X509TrustManager 

7.3. Proxy Configuration  
7.3.1. Burp Suite 
7.3.2. CA Certificates 

7.4. Certificate Pinning  
7.5. Overcoming Certificate Pinning  

7.5.1. Android-SSL-TrustKiller  
7.5.2. Android-SSL-Bypass 
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MODULE 8: DEVICE AND DATA SECURITY 
 
How secure is the data stored on mobile devices? That has become a hot topic as of 
late. In fact, insecure data storage is the second most common vulnerability, 
according to the OWASP Mobile Top Ten. 
 
8. Device and Data Security  

8.1. Data Storage 
8.1.1. Internal Storage 
8.1.2. External Storage 

8.2. Device Administration API  
8.2.1. MDM Solutions 
8.2.2. Root Detection 

8.3. Third -Party Code 
8.3.1. SDK 
8.3.2. Libraries 

8.4. Device Tracking 
 

MODULE 9: TAPJACKING 
 
If you are familiar with Clickjacking in web applications, you are already familiar with 
the basic concepts of Tapjacking. 
 
In a Tapjacking attack, a malicious application is launched and positions itself atop a 
victim application. In this module, you will see examples of Tapjacking, as well as how 
to properly develop an application to not be vulnerable to this issue. 
 
9. Tapjacking 

9.1. The Issue 
9.2. Solutions 
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MODULE 10: STATIC CODE ANALYSIS 
 
Static Code Analysis is the process of programmatically examining application code 
on the disk, rather than while it is running. 
 
There are numerous scientifically rigorous approaches to the problems of validating 
that code is free of errors. 
 
In this module, you will learn how to perform security tests on Android applications 
by using different static code analysis techniques. 
 
10. Static Code Analysis 

10.1. Static Code Analysis 
10.1.1. Example 
10.1.2. Vulnerable Code Snippet 
10.1.3. Vulnerability Exploitation  

10.2. SQL Injection 
10.2.1. Selection query 
10.2.2. Direct Using User Input 
10.2.3. Partial Parametrization  
10.2.4. Full Parametrization 
10.2.5. ContentProviders  
10.2.6. ContentResolver 

10.3. Path/Directory Traversal  
10.4. Vulnerab le Activities  

10.4.1. android:permission 
10.4.2. intentMessage 

10.5. Vulnerable Receivers 
10.6. Vulnerable Services 
10.7. Shared Preferences 
10.8. Local Databases 

10.8.1. Sqlite3 
10.9. Tools 

10.9.1. Drozer 
10.9.2. QARK 

  

ANDROID PENTESTING 

ANDROID PENTESTING 

https://www.elearnsecurity.com/maspt


 

         Course Home Page: www.elearnsecurity.com/maspt  

MODULE 11: DYNAMIC CODE ANALYSIS 
 
Dynamic Code Analysis is the process by which code is reviewed for vulnerabilities 
by executing some or all of the code. 
 
This execution could occur in a normal environment, virtualized environment or a 
debugger. 
 
This type of inspection also allows you to directly observe network requests, view 
interactions with other appl ications and see the results of any error conditions 
encountered. 
 
11. Dynamic Code Analysis 

11.1. Debugging 
11.1.1. android:debuggable 
11.1.2. breakpoints 

11.2. Android Debug Bridge  
11.2.1. ADB Commands 
11.2.2. Activity Manager  

11.3. Additional Tools  
11.3.1. Interacting with Databases 
11.3.2. Android Device Monitor   

ANDROID PENTESTING 
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MODULE 1: iOS ARCHITECTURE 
 
To understand the iOS ecosystem, we need to realize that an iOS operating system is 
based on Darwin OS, which was originally written by Apple in C, C++ and Objective-
C. Darwin is also at the heart of OS X, and thus OS X and iOS share a common 
foundation. 
 
Unlike Android, the iOS operating system is not open source; however, it is helpful to 
be familiar with the UNIX fundamentals, especially file permissions and user 
privileges. 
 
1. iOS Architecture  

1.1. iOS Architecture  
1.1.1. Cocoa Touch 
1.1.2. Media 
1.1.3. Core Services 
1.1.4. Core OS 

1.2. iOS Security Architecture  
1.2.1. Secure Enclave 
1.2.2. Boot ROM 

1.3. Secure Enclave 
1.4. Touch ID 
1.5. Code Signing 

 

MODULE 2: DEVICE JAILBREAKING 
 
Jailbreaking is the process of actively circumventing/removing such restrictions and 
other security controls put in place by the operating system. 
 
This allows users to install unapproved apps (apps not signed by a certificate issued 
by Apple) and leverage more APIs, which are otherwise not accessible in normal 
situation s. 
 
While we do not show you, or tell you how to jailbreak iOS devices, we explain to you 
the various ways of jailbreaking and implications for both a user and a 
developer/pentester.  
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2. Device Jailbreaking 
2.1. Jailbreaking  

2.1.1. Tethered 
2.1.2. Untethered  
2.1.3. Pros 

2.2. iOS Privilege Separation 
2.3. Sandbox 
2.4. Side Effect 

 

MODULE 3: SETTING UP A TESTING ENVIRONMENT 
 
Before we proceed in the content, it is important to understand a few fundamental 
concepts unique to the Apple ecosystem, and more precisely related to the iOS app 
development process. 
 
Apple provides simulators for different hardware and iOS versions. 
 
3. Setting up a Testing Environment 

3.1. iOS App Development Concepts 
3.1.1. Simulator vs. Emulator 

3.2. Setting up an Environment 
3.2.1. Installing Xcode 
3.2.2. Xcode basics 
3.2.3. iOS Simulator 
3.2.4. Using Jailbroken/non-Jailbroken device 

3.3. Tools of the trade 
3.3.1. iFunBox 
3.3.2. OpenSSH 
3.3.3. Burp Suite 
3.3.4. IDB 
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MODULE 4: iOS BUILD PROCESS 
 
In this module, you will learn how the iOS build process works and what the 
differences are between running an application on a device or the emulator. 
 
4. iOS Build Process 

4.1. Simulator Limitation  
4.2. Apple Developer Program 
4.3. Building an App 
4.4. Provisioning Identity  

4.4.1. Provisioning Profiles 
4.5. Running App on Device and Emulator 

4.5.1. Running App on Device 
4.5.2. Running App on Emulator 

4.6. Obfuscation  
 

MODULE 5: REVERSING iOS APPS 
 
An attacker has incentive to examine and understand how the software works , so 
they can look for further weak spots or patch/manipulate the binaries to their 
advantage. 
 
In this module, you will see the most common techniques and tools to successfully 
reverse iOS applications. 
 
5. Reversing iOS Apps 

5.1. Reversing iOS Apps 
5.1.1. Downloading Apps 
5.1.2. .ipa Files 
5.1.3. Extract App Content 
5.1.4. pList Files 

5.2. Information Gathering  
5.2.1. Otool  
5.2.2. Class-dump 

5.3. Reversing Engineering Tools 
5.3.1. Hopper 
5.3.2. IDA  
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5.4. Reversing App Store Apps 
5.4.1. Otool  
5.4.2. PIE Flag 
5.4.3. Dump from Memory  
5.4.4. Mach-O-View 

 

MODULE 6: iOS APPLICATION FUNDAMENTALS 
 
In order to perform a thorough pentest on iOS applications, you must know and 
master all of its components. 
 
In this module, you will learn how applications are composed and what each 
component is used for. 
 
6. iOS Application Fundamentals 

6.1. Objective C vs. Swift 
6.2. iOS Application Structure  

6.2.1. .app file 
6.2.2. Objective-C/Swift source code 
6.2.3. Info.plist  
6.2.4. Assets.car 
6.2.5. Coredata 
6.2.6. PkgInfo 
6.2.7. .lproj Files 
6.2.8. Application Structure on Simulator 
6.2.9. Application Structure on Emulator 

 

MODULE 7: iOS TESTING FUNDAMENTALS 
 
In this module, you will run your security tests against iOS applications. 
 
Depending on the target of your tests, you will learn different techniques and use 
multiple tools to reach your goal. 
 
7. iOS Testing Fundamentals 

7.1. Simulator vs. Real Device 
7.2. iOS Testing Fundamentals 

7.2.1. Snapshots 
7.2.2. Keychain 

7.2.2.1. Inspecting Keychain 
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7.2.3. Cookies 
7.2.4. pList 
7.2.5. Custom Keyboards 
7.2.6. Log Files 
7.2.7. Clipboard 
7.2.8. Custom URI Handler 
7.2.9. Universal Links 

7.3. Data Protection  
7.3.1. Data Protection Classes 

7.4. Third Party SDKs 
7.5. Hot Patching  

 

MODULE 8: NETWORK TRAFFIC 
 
In this module, you will learn how to configure your environment in order to inspect 
and analyze network traffic. 
 
8. Network Traffic  

8.1. Browser vs. Mobile Apps 
8.2. Networks  

8.2.1. TLS 
8.2.2. Setup 
8.2.3. No Encryption 

8.3. Certificate Validation  
8.4. Hostname Validation  
8.5. Certificate Pinning  
8.6. Other Checks 

 

MODULE 9: DEVICE ADMINISTRATION 
 
Since iOS version 6, Apple has incorporated built -in support for powerful device 
management capability with fine grain controls that allows an organization to control 
corporate Apple devices and the data stored on them. 
 
In this module, you will see the options organizations have to administer all the active 
devices under their control. These include ensuring that the devices are in 
compliance, that the software running on these devices is up-to-date, and much 
more. 
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9. Device Administr ation  
9.1. Device Management 
9.2. Device Enrollment  

9.2.1. Employee Owned 
9.2.2. Organization Owned 

9.3. MDM Profiles  
9.3.1. Passcode Policies 
9.3.2. Setting Alteration  
9.3.3. Data Protection 
9.3.4. Remote Wipe 
9.3.5. MDM Solutions 

9.4. Jailbreak Detection  
9.4.1. File System Changes 
9.4.2. Write Access 
9.4.3. Access to System Functions 

 

MODULE 10: DYNAMIC ANALYSIS 
 
There is a certain class of applications that has a significant amount of client-side 
logic built into it. Typical examples include word-processing software, image editors, 
games, utilities, etc. 
 
In such cases, there is an incentive for attackers to examine and understand how the 
software works, so they can then look for weak spots in the application or bypass 
restrictions that are applied locally. 
 
10. Dynamic Analysis 

10.1. Objective -C Runtime 
10.2. Cycript  

10.2.1. Installation  
10.2.2. Attach Cycript  
10.2.3. Cycript Usage 
10.2.4. Method Swizzling 

10.3. Attack Custom Apps  
10.3.1. LogMeIn 
10.3.2. LogMeIn2 

10.4. Tools 
10.4.1. IDB 
10.4.2. Snoop-it  
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We are eLearnSecurity. 
 
Based in Santa Clara, California, with offices in Pisa, Italy and Dubai, UAE, Caendra 
Inc. is a trusted source of IT security skills for IT professionals and corporations of all 
sizes. Caendra Inc. is the Silicon Valley-based company behind the eLearnSecurity 
brand. 
 
eLearnSecurity has proven to be a leading innovator in the field of practical security 
training , with best of breed virtualization technology, in-house projects such as 
Coliseum Web Application Security Framework and Hera Network Security Lab, 
which has changed the way students learn and practice new skills. 
 
 
 
 
 
 
 
Contact details: 
 
www.elearnsecurity.com 
contactus@elearnsecurity.com 

http://www.elearnsecurity.com/
mailto:contactus@elearnsecurity.com

